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Executive summary

Quocirca’s Global Print Security Landscape 2022 report reveals that many organisations are struggling to keep
up with print security demands in today’s hybrid work environment. Home printing is creating new security
concerns, exacerbated by shadow purchasing of devices. SMBs and mid-size organisations are finding it harder
to keep up with print security challenges leading to a higher incidence of print-related data loss. This is leading
to a lower confidence, particularly among SMBs, in the security of their print infrastructure. However, in
Quocirca’s Print Security Maturity Index, those organisations classed as leaders that have implemented a range
of technology and policy measures are seeing lower levels of data loss and have higher confidence in the security
of their print infrastructure. Print manufacturers and channel partners must strengthen their security
propositions for organisations of all sizes to help customers mitigate risk in the new era of hybrid work.

The study is based on the views of 531 IT Decision Makers (ITDMs) in the US and Europe. 23% of the respondents
were from SMBs (250 to 499 employees), 29% from mid-size organisations (500 to 999 employees) and 47%
from large enterprises (1,000+ employees).

The following vendors participated in this study:

Manufacturers: Brother, Canon, Epson, HP, Kyocera, Konica Minolta, Lexmark, Ricoh, Xerox
ISVs: EveryonePrint, Kofax, MPS Monitor, MyQ, PaperCut, Ringdale

Key findings

e Remote working is here to stay and is creating an expanded threat landscape. Pre-pandemic
approaches to securing the print environment focused around a primarily static, office-based workforce
now need to move to supporting workers who spend some time in the office, and some in the home
environment. On average, 44% of employees are expected to work remotely as offices fully reopen.
Hybrid work creates significant security challenges for IT teams to manage as the exploitable attack
surface increases. The proliferation of shadow IT and unsecured home networks means that
organisations need to rethink their security posture around the print environment.

e IT security remains the top investment priority over the next 12 months. 53% of respondents say it is
one of their highest three priorities. MPS (managed print services) are second in importance (41%)
followed by managed IT services (38%) and cloud services (35%). 70% of organisations expect to
increase their print security spend over the next 12 months, with only 11% expecting a decrease.

e A reliance on printing creates a need for effective print security. Despite rapid digitisation over the
course of the pandemic, many organisations remain reliant on printing. Printing will remain critical or
very important for 64% of organisations in the next 12 months. 44% anticipate that office print volumes
will increase, and 41% that home print volumes will do likewise. Printers and networked MFPs pose a
security risk not only in terms of printed documents being accessed by unauthorised users, but also as
an ingress point to the network if left unprotected.

e Just a quarter (26%) feel completely confident that their print infrastructure will be secure when
offices fully reopen. Organisations are struggling to keep up with print security demands: more than
half (53%) say it has become considerably or somewhat harder to do so. 67% of respondents are
concerned about the security risks of home printing, compared to 57% who are concerned about office
print security.

e  Print security is lower on the security agenda than other elements of the IT infrastructure. Top
security risks are considered to be cloud or hybrid application platforms, email, public networks and
traditional endpoints. Employee-owned home printers come in as the 5 top security risk (24%) ahead
of the office print environment (21%). This suggests both a lack of awareness and complacency in not
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fully appreciating the security vulnerabilities around printing, which remains an integral endpoint in the
IT environment.

o There are marked differences between MPS users and non-MPS users. Organisations that use an MPS
provider foresee much greater growth in print volumes and are most confident in the security of their
print environment — despite having a higher awareness of the risks. They are also twice as likely to state
that keeping up with print security challenges has become somewhat or a lot easier. The visibility and
control provided by an MPS appears to ease the security burden for users, increase assurance that they
can ramp up print volumes if needed, and reduce complacency, therefore lowering the likelihood of
being blindsided by a security incident.

e In the past 12 months, over two thirds (68%) of organisations have experienced data losses due to
unsecure printing practices. This has led to a mean cost per data breach of £631,915. Such quantified
financial losses are bad enough for organisations to manage, but they also state many other negative
impacts, such as a loss of business continuity and ongoing business disruption after the breach.
Customer loss is reported to be the biggest impact for SMBs. Large organisations are less likely to have
suffered a print-related data loss, with 36% reporting no breaches compared to 24% of SMBs. The public
sector is the most affected vertical. Vulnerabilities around home printers were cited as the top reasons
for data loss — such as home workers not disposing of confidential information securely, and
interception of documents stored in the home printer environment.

e Quocirca’s Print Security Maturity Index reveals that only 18% of the organisations can be classed as
Print Security Leaders, meaning they have implemented six or more security measures. The number of
leaders rises to 22% in the US and falls to 12% in France, which also has the highest number of laggards
(37%). Print Security Leaders are likely to spend a higher amount on print security, experience fewer
data losses, and report higher levels of confidence in the security of their print environment. When
compared by vertical, finance has the largest percentage of leaders (23%).

e Less than athird (28%) of ITDMs are very satisfied with their print supplier’s security capabilities. This
drops to 20% in the public sector. US organisations are most satisfied, with those in Germany least
happy. ITDMs who use an MPS have far higher satisfaction levels (42% are very satisfied) than those
who don’t (20%).

e Most ITDMs turn to managed security service providers (MSSPs) for print security advice. MSSPs are
the primary source of security guidance for 35% of organisations overall, rising to 40% in the US. Just
18% of ITDMs overall would turn to an MPS provider for print security guidance, while 21% would
consult a print manufacturer. This points to an opportunity for MPS providers and channel partners to
collaborate more closely with MSSPs.

e ClOs and CISOs differ in their views on the future of print, and their handling of security challenges
relating to the hybrid print environment. CISOs are more bullish, with 53% and 58% respectively
expecting a rise in office and home print volumes, compared to 42% and 40% of ClOs. Notably, ClOs
(32%) and CISOs (33%) show the most concern around home printing compared to other IT
respondents, ranking it as their second top security risk. CIOs also seem to be finding it harder than
CISOs to keep up with print security challenges — 61% stated that they were finding it considerably or
somewhat harder, compared to only 44% of CISOs, where 29% also stated that they were finding it
somewhat or a lot easier.
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Work environment and technology trends

Any hopes that the pandemic would just go away, and that everything would return to how it was, have been
dashed. Pre-pandemic approaches focused around a primarily static, office-based workforce now need to move
to supporting workers who spend some time in the office, and some time in the home environment. Security is
high on the list of most organisations’ priorities when managing this hybrid working environment.

Remote working is here to stay

Pre-COVID, 32% of an average organisation’s workforce was working predominantly remotely (Figure 1). Once
offices fully reopen, this is expected to grow to 44%. Geographically, the biggest increase is expected in the UK
(29% to 45%), with the public sector being the vertical experiencing the biggest growth (26% to 45%). Smaller
organisations (250-499 employees) are expecting to see a higher rise than those of other sizes (from 29% to
42%).

This demonstrates the scale of the problem organisations have to deal with: a largely office-based workforce,
where sales and field staff once formed the majority of the remote working population, will now become a far
more disparate environment with closer to half of the workforce working remotely — at least part of the time.

50%
° 47% 46% 259 45%
44% ° 9
45% 42% 42% 43%
41% ° 40%
40%
34% 9 34%
35%  32% 33% °
o o 3% 29% 29%
0,
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25%
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15%
10%
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Total Business Finance Industrials Retail Public 250-499 500-999 1,000+
(n=531) and (n=107) (n=119) (n=102) sector employees employees employees
professional (n=92) (n=124) (n=156) (n=251)
services
(n=111)
H Average % working remotely pre-pandemic B Average % working remotely when offices reopen

Figure 1. Average percentage of workforce working fully or predominantly from home
Most workers will not be based at home full time. This means the organisation must apply security measures

that cover the whole gamut of work practices: those 100% in the office, those 100% remote, and those
somewhere along the spectrum between the two.
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Cloud adoption is set to accelerate

The cloud has been the foundation of digital transformation over the course of the pandemic, enabling the rapid
shift to homeworking and supporting virtual collaboration for dispersed workforces. Cloud adoption is set to
increase with 21% of organisations expecting to be fully in the cloud in two years’ time, compared to 2% now
(Figure 2). The proportion that expects to be fully in the cloud in the next two years rises to 28% in the US and
26% in retail.

2021 %

2023 21%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B All on-premises M Some cloud, mostly on-premises M Some on-premises, mostly cloud All cloud

Figure 2. Which statement best reflects your organisation’s total IT environment (infrastructure, applications,
data, etc, excluding client devices)?

When it comes to printing, overall 44% reported that they were currently using a cloud-based print service, with
a further 43% planning to do so. In fact, 52% believe using a cloud print service is more secure than managing
printing on-premise, with a further 35% saying it is somewhat more secure.

Increased use of the cloud across all business sizes creates the need for robust security measures to protect

users and keep data and business operations safe from cyberattacks. It is unsurprising therefore that security is
a top technology investment priority for the next 12 months.
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Security leads technology investment priorities

IT security remains a key priority for the majority of organisations, with 53% of respondents placing this among
their top three key areas for investment (Figure 3).

63% of French respondents stated security as one of their top three priorities, compared to 50% in the US and
the UK. 56% of UK respondents state that cloud services will be a key area for investment, against an overall
average of 35%. Only 41% of public sector respondents see security as one of their highest priorities, against
62% in business and professional services.

Overall, 41% expect that MPS will be an investment priority over the next 12 months, rising to 59% in the UK,
52% in the retail sector and 46% in large organisations. A move to operating offices at lower overall capacities
will accelerate the need to evaluate and change current printer fleet deployments. This will create new
opportunities for MPS providers to deliver secure and agile print solutions that support the hybrid working
model.
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Figure 3. Top technology investments for the next 12 months (Top 3 selected)
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A continued reliance on printing requires effective print security

Overall, 64% indicate printing will remain critical or very important in the next 12 months, down from 71%
now (Figure 4).

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

M Critical H Very important

M Fairly important Neither important nor unimportant
B Not very important H Not at all important

H Don’t know

Figure 4. How important is printing to your business?

Notably it is smaller organisations that expect the importance of printing to decline faster — 59% believe it will
be critical or very important in the next year down from 72% now. In comparison, 65% of larger enterprises
believe it will be critical or very important compared to 73% now. This ongoing dependence on printing,
particularly in large organisations that are managing a hybrid workforce, will demand more effective and
integrated print security measures that protect and manage devices, documents and the network.

Although office closures have severely impacted office print volumes over the past year, 44% expect office print
volumes to increase over the next 12 months (Figure 5). However regional variations prevail, with just 28% of
German respondents expecting an increase compared to 59% in the US. Overall, 41% expect home print volumes
to increase. Notably, CISOs are more bullish with 53% and 58% respectively expecting a rise in office and home
print volumes, compared to 42% and 40% of ClOs.

100%
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80%
70%
60%
50%
40%
30%
20%
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0%

Office print Home print

HIncrease M Staythesame M Decrease

Figure 5. Over the next 12 months, how do you expect your organisation’s print volumes to change?
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There is an even bigger gap in expectations between those organisations that use an MPS provider and those
who do not (Figure 6).

Those not using an MPS provider expect to see office and home print volumes to stay the same or fall slightly
over the next 12 months. Those using an MPS provider foresee much greater print volume growth. Being able
to measure volumes accurately using MPS tools and reporting systems, alongside having more control over how
and where printing takes place, will make many MPS users more open to increasing print volumes as needed.

100% 9 9
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Office printin 12 Home print in 12 Office printin 12 Home printin 12
months months months months
MPS users (n=172) . Non-MPS users (n=346)
M increase M Staythesame M Decrease Don't know

Figure 6: How do you expect print volumes to change over the next 12 months? (By MPS usage)

When looking at the level of confidence that print levels will return to pre-pandemic levels, the US has the
greatest certainty, with 86% either very (46%) or somewhat (40%) confident (Figure 7). Germany has the lowest
level of overall confidence (61%).
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50%
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30%
20%
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Total (n=531) UK (n=101) France (n=105) Germany (n=100)  US (n=225)

m Very confident m Somewhat confident
Neither confident nor unconfident ®m Not very confident

m Not at all confident M Don’t know / not sure

Figure 7: How confident are you that office print volumes will return to pre-pandemic levels over the next 12
months?
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The expanded threat landscape

The move to hybrid working means that more devices are being used — many of them not provided, managed
or controlled by the organisation. Bring Your Own Device (BYOD) has expanded to become Bring Your Own Office
(BYOO), with desktop/laptop computers being used alongside tablets, mobile phones, printers and other
devices, mainly bought and set up by the user themselves. This has major impacts on the overall threat landscape
that an organisation has to monitor and manage: not only via direct endpoint management, but also when
protecting the security of data and information when devices connect across public networks.

Employee-owned home printers are viewed as a high security risk

Despite the continued prevalence of printing across both the home and office environments, print security
continues to be lower on the security agenda than other elements of the IT infrastructure (Figure 8). Overall,
24% view employee-owned home printers as a top security risk with 21% citing the office print infrastructure
poses a top risk. This compares to 33% that cite cloud or hybrid platforms, email (28%), public networks (28%)
and traditional endpoints (24%).

There are distinct variations in the perceived risks around printing depending on whether the organisation is
using an MPS. In most cases — apart from email and traditional user endpoints — MPS users are far more wary of
the threats posed by each area. They are also far more likely to have visibility of their print environment and
should be implementing measures to mitigate risks around both home and office printing.

Notably, CIOs (32%) and CISOs (33%) show the most concern around home printing compared to other IT
respondents, ranking it as their second top security risk. This awareness of the security vulnerabilities of remote
working and shadow IT around home printing amongst C level respondents is encouraging. However, it also
points at the security challenges they face in managing and securing home printing, particularly as remote
working is set to persist.
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Traditional user end points (PCs, notebooks etc.) =§4‘§/ZA
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[ )

Office Print infrastructure 32%

0

Employer-provisioned home printers ﬂ_oo 24%
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Figure 8: Which areas are considered to pose the greatest security breach risk? (Select up to five)
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Print security challenges are harder to keep up with

January 2022

The shift to remote working has made it more difficult for many organisations to keep up with print security
challenges (Figure 9), with more than half (53%) overall stating that it was either considerably or somewhat
harder. This rises to 55% amongst SMBs. This was highest in the UK (63%) and lowest in the US (47%). Although
MPS and non-MPS users were not far apart in their perceptions of how much harder it had become, MPS users
were twice as likely to state that it had become somewhat or a lot easier (31%) than non-MPS users (15%).

ClOs also seem to be finding it harder to keep up with challenges — 61% stated that they were finding it
considerably or somewhat harder, compared to only 44% of CISOs, where 29% also stated that they were finding
it somewhat or a lot easier.
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Figure 9: How do you feel about keeping up with print security challenges and demands?
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Organisations using MPS are most confident in their print security

Overall, 26% of respondents say they are completely confident and a further 34% are mostly confident in the
security of their print infrastructure once offices reopen (Figure 10). US respondents are the most confident,
with 37% reporting they are completely confident compared to just 16% in the UK, 17% in Germany and 22% in
France. Industrials is the most confident sector (31% say they are completely confident), dropping to 21% in the
finance sector. Mid-size organisations report the highest confidence (33%) compared to 20% of smaller
organisations.

Notably, organisations using an MPS have the most confidence in their print security. 84% of MPS users are
completely (37%) or mostly confident (47%) in their security compared to only 49% of non-MPS users (22% and
27% respectively).

This positive finding demonstrates how MPS can help organisations mitigate risk and instil confidence in their
security posture. MPS can deliver proactive security measures such as remote monitoring and remediation and
in-depth security assessments are fundamental in understanding security vulnerabilities across the hybrid work
environment.
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Figure 10: How confident are you that your organisation's print infrastructure (office and remote workplace)
was/is protected from security breaches and data loss?
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Print related data loss, cost and impact

The majority report print-related data losses, particularly in smaller organisations

68% of organisations have reported at least one print related data loss over the past 12 months (Figure 11),
rising to 72% in the US and 77% in organisations with 500-999 employees and dropping to 59% amongst large
organisations. Public sector organisations were most likely to have experienced a data loss during the period
(77%), while industrials reported the lowest volume of data breaches (62%).

With mid-sized organisations stating the highest confidence levels in the security of their print platforms, yet
also disclosing the highest number of data breaches, there is an obvious disconnect between perception and
reality here. The channel should step up to help in providing solid security audits backed up with advice that will
enable an organisation to better understand its security risks. The organisation can then make better decisions
on what it implements as adequate security measures —aided by the channel partner.

Notably, 73% of those operating a mixed fleet of printers reported data breaches — while only 58% of those with
a standardised fleet did. For MPS providers this opens up major opportunities to move customers to a managed,
single vendor fleet in order to better control data security — focusing on the message that data breaches result
in material business and reputational costs to an organisation.

MPS and non-MPS users reported pretty much the same levels of data breaches, although those using an MPS
service did report a greater level of “many data losses” (20%) than non-MPS users (10%). Although this may look
bad, it is likely that the MPS service itself uncovered the data breaches, whereas those not using an MPS service
may well have had more breaches that they were unaware of.

100% 39 7% 4% 2% 2% 4%
90% 27% 24% 21%
29% 29% 31%
80% 33% ° 36%
70%
0,
60% ) 5100 26% 29% 28%
24% o 26%
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30%
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0%
Overall France Germany US (n=225) 250-499 500-999 1,000+
(n=531) (n—101) (n=105) (n=100) employeesemployeesemployees

(n=124) (n=156) (n=251)
B Many data losses  ® A few data losses One single data loss No data losses | do not know

Figure 11: Level of data losses through printers/MFPs due to insecure printing practices (in past 12 months)

When asked to consider the reasons behind the print related data losses they had suffered, 28% cited
vulnerabilities around home printers such as homeworkers not disposing of confidential information securely.
27% indicated the printer was used as an access point into the corporate network and 26% stated user
credentials for an office printer were compromised.
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The cost of a print related data loss

These data losses are costing organisations an estimated average of over £630,000 per breach, rising to over
£806,000 in the UK and dropping to under £545,000 in the US (Figure 12).
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£806,211.00
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£300,000.00
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£100,000.00

£0.00
Total (n=383) UK (n=66) France (n=67) Germany (n=70) US (n=180)

Figure 12: Estimated average cost of a data loss
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The broad consequences of a data loss threaten SMBs

Beyond the simple direct costs of a data breach, organisations also report a range of other impacts (Figure 13).
The highest impact overall is on the amount of time it takes the IT team to respond to and manage the issue
(33%).

Although SMBs find this less of a problem, with only 23% stating it as a major impact, 30% report that the data
loss had led to lost customers. This compares to just 18% of mid-size businesses. The impact of lost customers
on any SMB cannot be underestimated. Smaller companies need to understand the consequences of a data
breach in order to assess risk. Many often mistakenly believe that they are too small to be a target or
underestimate the vulnerabilities around their print environment — creating weaknesses for cyber attackers to
exploit.

Given that just 20% are confident in their print security this is an opportunity for the channel to deliver security
services and solutions to this market segment.

Lost IT time to respond/manage issue
Negative impact on business continuity
Business disruption

Data breach of internal personal information
Data breach of customer info

Lost customers

Lost revenue

Loss of staff (either due to resignations or sackings in
relation to data breach)

Reputational damage

0,
Lost intellectual property ﬁw 24%
(]

. . - 8%
Fine via government data commissioner Ea 320%
('
0,
Fine via other body (e.g. trade body) ﬂ _}3%
17%

0% 5% 10% 15% 20% 25% 30% 35% 40%

250-499 employees (n=106) m 500-999 employees (n=136) M 1,000+ employees (n=168) M Total (n=410)

Figure 13: What were the major impacts of these data losses? Select all that apply
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Awareness and effect of PrintNightmare

In June 2021, Microsoft was made aware of a pair of critical errors in its print spooler. The two related issues
enabled remote code execution and privilege escalation — both of which can present catastrophic security issues
to organisations. Microsoft issued out-of-band patches to attempt to resolve the errors — but this led to some
printers no longer working and the need for administrators to manually install print drivers for users in some
cases. The organisation that first discovered the issues, Sangfor, accidentally published a proof of concept (PoC)
means of leveraging the errors to gain access to an organisation’s environment. Although rapidly deleted, the
PoC was copied and distributed widely. PrintNightmare was covered extensively in the technical press, and
Microsoft pushed hard for its patches to be installed as a matter of urgency.

Quocirca’s research shows that 27% of respondents are unaware of PrintNightmare (Figure 14), rising to 41% in
the UK. Overall, 19% say it had impacted their business, rising to 25% in the US and 26% in smaller businesses.
Somewhat surprisingly, those in the largest organisations are the least aware, with 33% stating that they have
not heard of PrintNightmare.

For those using a well-provisioned and run MPS service, there is less need to know too much about such threats:
the MPS provider should be monitoring for them, and patching and managing the environment to minimise
them.
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Yes- | have heard of the PrintNightmare and it has impacted our business
M Yes - | have heard of PrintNightmare but it has not impacted our business

M Yes - | have heard of PrintNightmare but don’t know much about it /don’t know if it has impacted our
business

B No - haven't heard of PrintNightmare

Figure 14: Are you aware of the Microsoft PrintNightmare printer spooler flaw/vulnerability, and has it had
any impact on your business?
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Taking measures to address print security

With such marked differences between respondents’ confidence in the security of their print environments, and
the problems they have encountered due to a lack of adequate print security, organisations must now take the
steps required to create a long-term strategic approach to information security, moving to embrace the change
to hybrid working and the use of a more disparate printer fleet.

Print security spend set to increase over next 12 months

Overall, 70% of organisations expect their print security spend to increase over the next 12 months (Figure 15),
with only 11% expecting a decrease. This rises to 77% in France and drops to 59% in the UK. Overall, 13% are
expecting an increase in print security spend of greater than 26%.

The largest organisations (1,000+ employees) report the highest expectation of an increase (72%), with
industrials being the vertical with the greatest expectations (76%). 77% of MPS users expect to see an increase
in print security spend, compared to 66% of non-MPS users.
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Figure 15: How do you expect your organisation’s print security spend to change over the next 12 months?
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Formal print security assessments and reporting are the top measures implemented

A variety of print security technologies and processes are being adopted (Figure 16).

The use of reporting and analytics (38%) along with formal assessments (38%) is the most widely implemented
approach. This rises to 41% and 45% respectively in large organisations, which are also far more likely to
implement many of the other measures. SMBs show lower adoption in areas such as implementing formal print
security and risk assessments (30%) and revising security/BYOD policies to cover home printers (23%). 32% of
organisations have adopted a zero trust security model.

The US is ahead in terms of having already implemented each area — by some degree. For example, 45% of US
respondents state they have implemented reporting and analytics, against only 32/33% in other regions.
Likewise, 44% of US respondents have adopted formal processes to respond to print security issues, against only
30% in France. 44% of US respondents also say they have adopted a zero trust approach to security — compared
with only 21% in the UK, 22% in France and 30% in Germany.

42% of respondents in retail state they have adopted reporting and analytics as a means to secure print,
dropping to 32% in business and professional services, which scores higher on the presence of formal processes
to respond to print security incidents (41%). Formal assessments and security audits of cloud and MPS providers
are high on the finance sector’s list (45%), along with the use of content security solutions such as DLP (44%).
Pull printing scores poorly, with only 31% of respondents saying they use it, rising to 38% in finance.

Reporting and analytics
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Figure 16: Has your organisation implemented any of the following print security measures?
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The Quocirca Print Security Maturity Index

To understand and compare the extent to which organisations are adopting these measures, Quocirca has
created a Print Security Maturity Index based on the number of measures implemented by our research sample,
dividing them into leaders, followers and laggards.

e Leaders have implemented six or more of the measures (i.e. more than 50% of the measures indicated
in Figure 16).

e Followers have implemented between two and five measures.

e Laggards have implemented one or none of the measures.

Overall, just 18% are classed as print security leaders, rising to 22% in the US (Figure 17). France has the largest
proportion of laggards (37%).

When compared by vertical, finance has the largest percentage of leaders (23%), with all the others on 17% or
16%. Although there is not much of a spread, business and professional services has the highest proportion of
laggards at 27%. Large organisations are the most mature, with 23% being leaders, with mid-sized organisations
on 14% and SMBs on 12%. (Figure 18).

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
Total (n=531) UK (n=101) France (n=105) Germany (n=100) US (n=225)

H Leader M Follower ™M Laggard

Figure 17: Quocirca’s Print Security Maturity Index by country
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Figure 18: Quocirca’s Print Security Maturity Index by vertical and size

© Quocirca 2022 19 QUOCIRCA



Print Security Landscape, 2022 January 2022

How organisations are positioned among these segments has a major impact on other aspects of how well
they are performing. For example:
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72% of those in the leader segment use MPS, compared with only 30% of those in the follower
segment and 9% of laggards.

80% of leaders expect their print security spend to increase over the next 12 months, compared to
70% of followers and 60% of laggards.

74% of leaders worry about the security of the home print environment, compared to 70% of
followers and only 52% of laggards. This is probably down to greater awareness of what is happening
on the platform. However, 81% of leaders are completely or mostly confident that their print
infrastructure is secure against data breaches as offices reopen, compared to 64% of followers and
only 38% of laggards.

36% of those in the leader segment report no data losses in the last 12 months, whereas only 28% of
followers and 27% of laggards state no losses (Figure 19).
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B No data losses M One single dataloss ® A few data losses Many data losses ® | do not know

Figure 19: Reported data losses by Print Security Maturity Index
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Organisations using MPS are most satisfied with print security

US organisations are most satisfied with their print suppliers’ print security capabilities (Figure 20), with German
respondents least satisfied. Notably, German respondents also tend to be least confident in their print security.
Just 20% of public sector organisations are very satisfied, compared to 32% of retail organisations. There is an
opportunity here for suppliers to drive up satisfaction rates by extending their security offerings and working
with customers to increase confidence in print security.

Those using an MPS have far higher satisfaction levels (42% being very satisfied) than those without an MPS
(20%). This is a strong point: it is obvious that the services which fall under an MPS offering lead to better
relationships with customers.
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Figure 20: How satisfied are you with your print supplier’s capabilities when it comes to securing your print
infrastructure?
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Most are turning to advice from MSSPs

Managed security service providers (MSSPs) are a popular choice for print security advice (Figure 21); overall,
35% of respondents say they would turn to an MSSP. 21% would turn to either an ISV or a print manufacturer.
Whereas mid-sized and larger organisations are more likely to turn to an MSSP (40% and 36% respectively),
smaller organisations favour ISVs — although there is more diversity in who they would turn to overall. 18% of
respondents would consult an MPS provider for print security advice.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B Managed Security Services Provider B Independent Software Vendor (ISV)
M Print manufacturer MPS provider

H Other service provider (e.g. IT services provider) B Other (e.g. Analyst/research)

Figure 21: Where would your organisation go first for more information about improving print security?

Interestingly, those organisations using an MPS provider are still more likely to turn to an MSSP (40%) than to
their existing MPS provider (23%). Those not using an MPS provider are likely to turn to a MSSP (33%) or a print
manufacturer (24%). For those offering MPS, bolstering security offerings in order to fight off competition from
dedicated MSSPs makes sense — maybe even through partnering with an MSSP to provide such services under
the MSSP’s banner.
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Supplier recommendations

With 70% of organisations expecting to increase print security spend over the next 12 months, this is an area of
opportunity for print manufacturers, service providers and channel partners —in particular those offering MPS.
They have a vital role to play in encouraging customers to treat print security with the same urgency as other
areas of IT, and helping them to implement solutions that will protect the print environment from a device,
document and network perspective.

More than half of organisations are already struggling to meet the demands of securing today’s fragmented
print environment. Suppliers can become the ‘hero’ here; taking on some of the day-to-day responsibility for
protecting critical data while enabling both office- and home-based employees to work in an optimised way.

o Offer targeted maturity assessments of the security of customers’ home and office print
environments. These should encompass the identification of security vulnerabilities, and the
recommendation of layered measures to address their specific security requirements. Introducing
services that continuously monitor print infrastructure for threats and data breaches will foster
recurring revenue.

e Demonstrate and promote competencies across IT and print security. Endpoint security in particular
has risen in importance given the expanded threat surface created by remote and home working.

e Help clients to become Print Security Leaders. According to Quocirca’s Print Security Maturity Index,
just 18% of organisations are considered leaders, which means they have implemented six or more
print security measures. Providing expert guidance around reinforcing security will be worth the effort:
Print Security Leaders are more likely to increase their print security spend than other organisations.

e Seek strategic collaborations with MSSPs. More than a third of ITDMs turn to MSSPs for print security
advice, with just 18% saying they would consult MPS providers. There’s an opportunity for MPS
providers and channel partners to collaborate strategically with MSSPs.

e Highlight the benefits of using an MPS to help sway non-users. MPS usage brings organisations greater
control, consistency and confidence around printing, providing visibility over the security of the entire
environment while easing the burden of monitoring and managing the risks.

e Bolster MPS security offerings to strengthen client relationships. Less than a third (28%) of ITDMs are
very satisfied with their print suppliers’ security capabilities. ITDMs who use an MPS are far happier:
with 42% saying they are very satisfied, compared with 20% of those who don’t.

e Aim to move customers to a managed, single vendor fleet. Far fewer organisations that operate a
standardised fleet experienced a data loss in the last 12 months than those with a mixed fleet.
Standardisation will enable better control over data security, minimising the financial and reputational
costs associated with a data breach.
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Buyer recommendations

Print devices continue to become more sophisticated, with greater intelligence being built into even low-end
consumer printers. Such intelligence can be used by those with malicious intent to access a print environment,
and if that then provides direct access back into the corporate environment, chaos could ensue. Organisations
must therefore pay far closer attention to protecting the print environment, particularly when looking to the
continuation of hybrid working.

Organisations need to look at investing in the following areas to ensure that the print environment is secured
to the same levels expected across any other area of the IT platform.

e  Conduct in-depth print security and risk assessments. Most organisations have these in place for the
overall IT environment, but the print platform often seems to be left out. Given the increasing threat
landscape associated with hybrid work, organisations must ensure that the print infrastructure is fit for
purpose across device, document and network security. This can be carried out internally, or by third
parties such as managed security service providers (MSSPs) or managed print service (MPS) providers.
New assessments must fit in with the broader IT security and risk assessments.

e Implement a zero trust architecture. Zero trust operates on the basis of ‘never trust, always verify’,
assuming that an environment will be compromised and no device should ever be fully trusted.
Organisations have started to implement zero trust environments, but mainly within the constraints of
their owned and managed IT environment. This now needs to be extended to the wider hybrid
environment, embracing home workers and all the devices that are being used for work purposes
across that environment —including print devices.

e Provide defined and authorised printers for home workers. Individuals still require access to printed
output when working from home. However, basic consumer printers do not come with the capabilities
they may require, such as print speed and quality, and will not generally adhere to the needs of the
organisation — such as security and manageability. Organisations should move to defining classes of
printer that individuals can use, depending on need. These should then be supplied and provisioned by
the organisation, along with the means of managing and controlling what business content the
individual prints on the device.

e Revise BYOD policies to include employee printers. For many organisations, supplying and provisioning
printers to all employees working from home may not be practical. Existing bring-your-own-device
(BYOD) policies must now be updated to cover the home environment — moving to a BYOO (bring your
own office) approach, with policies covering desktop/laptop PCs, tablets, mobile devices, desk phones
and print devices. An effective BYOD/BYOO policy will help ensure that each individual’s environment
adheres to an organisation’s basic security needs.

e Evaluate content security solutions. Content management systems based around document metadata,
where documents are classified based on their sensitivity — along the lines of ‘Public’, ‘Commercially
sensitive’, and ‘Internal use only’ for example — allow specific policies to be set, such as ‘this document
cannot be printed’ or ‘this document can only be printed on an approved printer’. This enables home-
based employees to use their own printers for routine jobs without the risk of restricted documents
ending up in their wastebins.

e Implement pull printing. Requiring a PIN or a Bluetooth or NFC token to release a job at a printer means
that the print job owner has to be present before the job is printed out. Pull printing is most useful in
shared access environments, as is the case for many office printers. However, it could also be applied
to allow home users to submit print jobs securely via the cloud to office printers, or even their own
printer — enabling them to be tracked at a central level. Jobs that the owner forgets about are held, and
can be securely deleted if not printed out after a defined period of time.

e Continuously monitor through reporting and analytics. Risk assessments, tuning content security and
configuring SIEM (security information and event management) systems all require insight provided by
gathering reports from across an organisation’s network, including its extension into employees’
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homes. SIEM systems themselves can often provide this information, as can other log management
tools.

e Formalise processes to respond to print security incidents. Accept that leaks are likely to happen —and
plan how to deal with the repercussions. Most of the respondents to Quocirca’s research had at least
some security measures in place, and a reasonable belief that their print environment was secure, but
68% still experienced at least one print-related data loss in the past 18 months. Organisations must put
appropriate processes in place to respond to data breaches by dealing with the possible legal and
reputational damage caused, while building back business capabilities in the shortest possible time.

e Use cloud routing for certain print jobs. While a lot of printing is informal and needs to be near to the
user to be effective — for example, printing a report in order to review it — other print jobs are part of
larger business processes, and the user who submits the job may never see the output. For example,
letters to be mailed to customers, marketing output, and forms that make up part of a broader process
may be better printed at a more suitable printer. Employees can securely submit such jobs from home
to a cloud print service, which can check the veracity of the submission, and seek secondary
authorisation before allocating the job to the most suitable print resources available. Even within the
office environment, such routing can help in minimising print wastage by making sure that certain print
jobs go to the most suitable printer.
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Vendor landscape
Quocirca has created a snapshot of the positioning of vendors in the Global Print Security market (Figure 22).
Please note due to varying service offerings for each vendor, and regional differences this is intended for

guidance only.

The graphic represents Quocirca’s view of the competitive landscape for vendors based on the following

categories:

1. Leaders: Vendors with strong strategic vision and a comprehensive print security product and service
offering. Leaders have made significant investments in their hardware, solutions and service portfolio
and infrastructure and also demonstrate a strong vision for future strategy.

2. Major players: Vendors that have established and proven offerings and are continuing to develop
their solutions service portfolio. These vendors are most likely to be strongly focused on the SMB

market with a hardware-centric approach.
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Figure 22. Quocirca Print Security Vendor Landscape, 2022
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Vendor Profile: Xerox

Quocirca opinion

Xerox continues to strengthen its leading position in the print security market, offering a broad and in-depth
range of security products and services. Its vision of being the most secure and trusted provider of workplace
services is backed by a commitment to continuously enhancing security across its hardware, software,
processes, content and services portfolio. Xerox’s compliance programme provides an independent assurance
of its security policies and controls through a broad spectrum of certifications, including 1SO27001, SOC2,
FedRAMP, PCI DSS and more. Xerox also invests heavily in R&D and has filed 600+ security-related patents. The
company is also focusing on security information sharing and training and has launched a single point of
information web site that links together corporate security, compliance, privacy, and hardware, software
solutions and services security framework.

Notably, Xerox has a cohesive strategy for the hybrid workforce, due to its Cloud-first development strategy
which offers native, multi-tenant cloud applications. This approach is well suited to a distributed workforce,
enabling zero trust security and touchless IT through remote monitoring. This approach is taken across Xerox’s
fleet management tools, print monitoring tools, security and analytics services and has helped organisations
better secure and manage homeworkers over the past year. One example is the Home Worker Print Tracker
which is part of Xerox Workplace Cloud Print Management solution and extends Print Management beyond the
traditional office. The optional Print Tracker can monitor print usage and raise content security alerts for jobs
submitted from a corporate laptop to any brand of printer in a home office whether personally owned or
company supplied.

Xerox’s advanced MPS tools can programmatically monitor and automatically remediate security for a global
fleet including the APAC region and regions serviced by partners. Global security analytics are available through
the interactive Xerox Printer Security Audit Services Dashboard as well as MPS Advanced Analytics. MPS
Advanced Analytics brings together fleet management security analytics and print security analytics into one
single platform.

Overall Xerox has one of the broadest security services and solutions portfolio that covers print, scan and
content security. It excels particularly in its comprehensive assessment and analytics capabilities, industry
partnerships such as McAfee and Cisco, and a cloud-first approach. As Xerox builds out its IT services offerings
to the SMB market, it has the opportunity to make more inroads into supporting the broader cybersecurity
requirements of businesses of all sizes.

Key security highlights

Secure by design approach

Xerox ensures the development of its products is guided by a Secure Development Life Cycle Process, taking
industry standards such as 1SO, OWASP, SANS, and NIST guidelines into consideration. All Xerox-developed
products are required to comply with an internally developed Xerox Product Security Standard (XPSS) modelled
after NIST SP 800-53. NIST SP 800-53 is the gold standard for setting up security controls needed to create a
best-in-class security programme. This standard also aligns to a corporate policy which defines requirements for
the delivery of Xerox products with the ultimate goal of achieving “security by design”.

Security assessments (i.e. risk assessments, vulnerability scans, penetration testing, and ethical hacking) are
performed throughout the product delivery lifecycle to uncover, fix, and validate product vulnerabilities. On
average 70 security bulletins are published each year that allow customers to mitigate vulnerabilities in their
products. Xerox also offers external partnerships and certifications to provide enhanced security standards
through partnerships with McAfee and Cisco, and measure performance against international standards with
certifications like Common Criteria (ISO/IEC 15408), SOC2 and FIPS 140-2.
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Advanced analytics across print and scan environments

MPS Advanced Analytics is a new dashboard for overall reporting, providing customers with self-serve, always-
on insight into the global printer fleet, users/documents, and security via a “single pane of glass”. Architected
on Microsoft B, the web-based tool is organised into logical modules: Fleet Health, Asset Metrics, Operational
Volume, User Analytics, Service History, Security, and Sustainability analytics.

Secure cloud print services

Xerox takes a cloud-first development path, architecting solutions to be multi-tenant, native cloud applications
to enable low to no footprint (no VPN), and enable Zero Trust security. Xerox follows industry best practices in
cloud security, including encrypted user authentication, scheduled backups, off-site storage and site replication.
Xerox was first to receive security authorisation from FedRAMP for Cloud-based Managed Print Services.

Robust secure fleet management

Xerox offers a proactive management service that provides monitoring against security policies, automated
remediation and an interactive compliance dashboard to manage compliance levels along with advanced
security services such as device certificate management to drive consistency within the fleet. This capability
enables Proactive Monitoring, Configuration Management, Service Desk, Device Maintenance, Consumables
Management, Certificate Management, Security Audit & Monitoring, and Reporting & Analytics. Of note is
Xerox’s Printer Security Audit Service (on-prem or via a private hosted cloud), and advanced fleet monitoring
that includes security monitoring and SIEM integration.

Broad secure data and content management offerings

Xerox provides a Content Security option to help reduce incidents where sensitive documents are
unintentionally shared with others. Xerox Workplace Suite can be set to monitor printed, scanned and copied
documents for specific words or phrases. When it detects a defined word, it can notify the administrator or
delegate, with a simple email giving details of where, when and more. Documents can also be securely archived
for any follow up actions. Xerox Workplace Cloud builds on this functionality with the optional Home Worker
Print Tracker enabling Print Management to extend beyond the office walls. Jobs submitted from a corporate
laptop to any brand of printer in the home can be tracked for usage and content monitoring wherever the job
is printed. DocuShare Flex and DocuShare Go are cloud-based content management platforms offering layers of
security features that provide customisable levels of protection against unauthorised content access and
modification.

Security products and services portfolio

Hardware

ConnectKey technology and partnerships with Cisco and McAfee provide a mix of built-in security features and
services that mitigate risk and keep printers and data safe. User authentication ensures only authorised staff
have access, role-based access control restricts enabled features, and a full audit trail logs every action by every
user.

Key features include:

e Native printer security features: Fleet Orchestrator, Configuration Watchdog to monitor 75 security
settings and auto-remediate, On-box SSO (OAuth2), Scan to HTTPs and SFTP, Imaging Security to
protect sensitive documents from disclosure, Trusted Boot feature to ensure the integrity of the device
start-up process from malicious activity.

e  Runtime intrusion detection: McAfee whitelisting technology monitors malware in real-time, prevents
infection and alerts the system administrator. Xerox has explicit means for all ingress paths into the
machine. For example, a USB port only allows limited access for print ready files, and firmware update
files are digitally signed and encrypted for maximum security. All incoming network-transmitted files
are handled in an isolated print spool. Only print ready files are processed and all other file types are
ignored. For reporting, data is sent to audit logs, CWW and XDM, SIEM, email alerts, and McAfee ePO.
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e BIOS protection. Both AltaLink® and VersalLink® prohibit executing files from USB devices. Software
upgrade files and clone files are encrypted and digitally signed. VersaLink devices do not utilise a BIOS.
They utilise U-Boot to bootstrap the system. The U-Boot process works with a standard TPM (Trusted
Platform Module) to maximise security and prevent U-Boot and file system compromises.

e Device certificate configuration and deployment automation. An automated process to deploy and
configure device certificates signed by a certificate authority saves time and ensures consistency in
securing communication with the device.

e Regulatory. All devices and solutions are GDPR compliant. Xerox employs file encryption at rest and
encryption in transit, standardises access control based on the principle of least privilege, and supports
fully auditable workflows.

e Xerox Cloud Fleet Management. This provides fleet-wide policy enforcement and automated
remediation for compliance with security policies. The hosted Xerox Cloud Fleet Management Solution
is available to Channel Partners so they can provide their own “Printer Security Audit Services” via the
cloud.

e Advanced Fleet Management Security. Xerox MPS continues to invest in advanced fleet management
security services and solutions:

o Device Security Center. A snapshot of overall device health, relevant security bulletins and
firmware level assessments

o Security Monitoring. Monitoring for security events to dramatically reduce the impact of security
breaches

o SIEM Integration expansion - timely threat event communication with market leading security
Information and Event Management (SIEM) tools

e Secure content management. Delivers consistent security through print, scan and copy, no matter
where or when the user accesses the network. Includes on-device authentication, job tracking,
automatic encryption and securing sensitive data through user- and group-based access, password
protection and automated retention and disposal.

e  Xerox Workplace Cloud. As a true cloud-architected platform, it is ideal for clients that want to reduce
local network infrastructure or manage printers across multiple locations and networks. Xerox
Workplace Cloud delivers authentication, print management, cost control and mobility workflows.
Authentication options are compatible with a wide range of industry-standard secure readers and cards
as well as mobile devices. The Home Worker Print Tracker capability also extends cost monitoring and
content security to the home office from a corporate laptop to any brand printer in a home office.

o  Xerox Workplace Suite can be privately hosted and features similar print management and mobility
features as Workplace Cloud. User Analytics (part of Xerox Workplace Cloud) improves security by
enforcing established print, security, and sustainability policies, identifies who is printing, when and
where, and utilises intuitive dashboards to capture the true picture of user behaviour

e  Virtual Print Management adds assessment, account application management and support services to
a Workplace Cloud installation. This frees up IT resources, while maintaining the maximum security
clients expect.

e  Printer Security Audit Service. Available on-prem or via a private hosted cloud, it provides automatic
inspection against baseline firmware / security policies with proactive remediation and reporting to
protect devices from potential security breaches.

e Security compliance dashboard. Monitors consistent device behaviour and settings across an entire
fleet. An interactive dashboard brings compliance data to the forefront and provides a simple way to
correct non-compliance. Enhanced monitoring and alerting on security events through an integration
with McAfee security logs.

e User Analytics service. Improves security by enforcing established print, security and sustainability
policies, identifies who is printing, when and where. Intuitive dashboards capture the true picture of
user behaviour and provide in-depth analysis. Part of Xerox Workplace Cloud and Workplace Suite.
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About Quocirca

Quocirca is a global market insight and research firm specialising in analysing the convergence of print and digital
technologies in the future workplace.

Since 2006, Quocirca has played an influential role in advising clients on major shifts in the market. Our consulting and
research is at the forefront of the rapidly evolving print services and solutions market, trusted by clients who are seeking
new strategies to address disruptive technologies.

Quocirca has pioneered research in many emerging market areas. More than 10 years ago we were the first to analyse the
competitive global market landscape for managed print services (MPS), followed by the first global competitive review of
the print security market. More recently Quocirca reinforced its leading and unique approach in the market, publishing the
first study looking at the smart, connected future of print in the digital workplace. The Global Print 2025 study provides
unparalleled insight into the impact of digital disruption, from both an industry executive and end-user perspective.

For more information, visit www.quocirca.com.

Disclaimer:
This report has been written independently by Quocirca. During the preparation of this report, Quocirca has spoken to a
number of suppliers involved in the areas covered. We are grateful for their time and insights.

Quocirca has obtained information from multiple sources in putting together this analysis. These sources include, but are
not limited to, the vendors themselves. Although Quocirca has attempted wherever possible to validate the information
received from each vendor, Quocirca cannot be held responsible for any errors in any information supplied.

Although Quocirca has taken what steps it can to ensure that the information provided in this report is true and reflects real
market conditions, Quocirca cannot take any responsibility for the ultimate reliability of the details presented. Therefore,
Quocirca expressly disclaims all warranties and claims as to the validity of the data presented here, including any and all
consequential losses incurred by any organisation or individual taking any action based on such data.

All brand and product names are trademarks or service marks of their respective holders.

© Copyright 2022, Quocirca. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, transmitted in
any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the express written permission from
Quocirca. The information contained herein is subject to change without notice. All other trademarks mentioned herein are the property
of their respective owners.
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