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Announcement

This document contains Microsoft Update exclusions, additional hotfix information, and supported Microsoft Service
Packs for the following FreeFlow products: Makeready, Process Manager, and Web Services. It is recommended that
the customer perform Microsoft Update (Custom option) on a weekly basis.

High priority and security-related updates are critical and should always be installed unless they are specifically excluded
below. Approved Operating System Service Packs will be deployed through formal communication and are not to be
installed through Microsoft Update. Microsoft Update may install additional patches that are not required.

Customers requiring Xerox assistance to install Microsoft updates should contact customer support or make
arrangements with their field representative. As needed, Xerox will provide service for installation of approved Service
Packs and non-critical updates to be installed at the next service call.

Microsoft Update will display all updates available to your computer. The following items should be deselected prior to
installing the updates in the Custom option:

Microsoft Internet Explorer exclusion for DigiPath 4.1, FreeFlow 3.0, and FreeFlow 4.0:

e IE7.0is NOT supported and should not be installed via Microsoft Update. Users will always be prompted to install
this update, even if using Automatic Updates. You must select “Don’t Install.”

Microsoft Service Packs exclusions:

o NET Framework Version 2.0 SP1 is currently UNSUPPORTED for FreeFlow 5.0 and FreeFlow 6.0. If the Service Pack
is inadvertently installed, it must be uninstalled. When uninstalling .NET 2.0 SP1, the whole .NET framework will be
removed and will not revert back to .NET 2.0. A reinstall of .NET 2.0 is required. Install by inserting Support CD #1
and allowing setup to run. After setup completes and the installation menu appears, .NET 2.0 will have been
automatically installed. Exit the menu and reboot the system.

e  When Microsoft formally launches Microsoft Windows XP SP3, it will be UNSUPPORTED. Xerox is evaluating the
impacts of this Service Pack for FreeFlow 6.0 and will announce the support decision in the near future.

e Microsoft Windows Server 2003 SP2 and Server 2003 R2 SP2 are UNSUPPORTED on Versions 3.0 and 4.0 of
FreeFlow Server products and DigiPath 4.1.

¢ Microsoft Windows Server 2003 SP1 remains UNSUPPORTED for DigiPath 4.1.
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Microsoft High Priority Update exclusions:

e All Microsoft updates after December 2007 are UNSUPPORTED for Web Services 5.0 and Web Services 6.0.
Automatic install of Microsoft updates should be disabled.

e MS06-011 KB914798 Permissive Windows Services DACLs could allow elevation of privilege. Windows Server 2003
SP1 and Windows XP SP2 are not affected. This is applicable to DigiPath 4.1 and Server 2003.

e MS07-061 KB943460 Vulnerabilities in Windows URI handling could allow remote code execution. This is applicable
to Windows XP SP2, Server 2003 SP1, and Server 2003 SP2. Issues have only been identified with Web Services.
Remove this update if the following issues occur:

e Print buyers cannot access any of the branded skins for their account. An HTTP 500 error will be raised.

e Print buyers are unable to create PDFs. While creating the PDF, the system stalls and never completes creating
the PDF.

Additional Hotfix Information:

e MS06-040 KB921883 — Microsoft re-released this hotfix in September 2006 to resolve a previous issue with this
update. Microsoft Update may not automatically re-install this update so it should be manually installed from:

http://www.microsoft.com/technet/security/bulletin/ms06-040.mspx.

Supported Service Packs and related updates for FreeFlow 3.0/4.0/DigiPath 4.1

¢« XPSP2
e  Server 2003 SP1 (UNSUPPORTED for DigiPath)
« IE6.0SP1

e .NET Framework 1.1 SP1

Supported Service Packs and related updates for FreeFlow 5.0/6.0
« XPSP2

e Server 2003 SP1 and SP2*

e Server 2003 R2 SP2*

« IE6.0SP1

e IE 7.0 (Supported on FreeFlow 5.0 SP4 [and greater] ONLY)

* Web Services support of Windows Server 2003 SP2 or Windows Server 2003 R2 SP2 is included in patch update
5.0.5.1.

NOTE: IE 7.0 is supported on all FreeFlow 5.0 SP4 (and greater) systems and connecting clients.

NOTE: If Windows Server 2003 SP2 is installed on a Process Manager system, ADAM SP1 must be installed prior to
Windows Server 2003 SP2. ADAM is the Active Directory Application Mode Service used by Process Manager to store
user account information. To download ADAM SP1 (ADAMSP1_x86_English.exe), go to
http://www.microsoft.com/adam. For more information, please see the Windows Server 2003 SP2 release notes at
http://go.microsoft.com/fwlink/?LinkId=75107.
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