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be3sonacHOCTb NakeTa
MPUNOXKeHUM Xerox®
FreeFlow

Kpartkue cBefeHus

B aaHHOM nybanKkaumm coaepxutca MHGopMaLmsa, OTHOCALLAACA K 6e30MacHOCTH
nporpammHoro obecneuvexus FreeFlow Core.

B komnaHuu Xerox Bonpockl 6e30nacHOCTH BCEraa CTOST HA NepBOM niaHe. Kak ouH 13
BeAyLMX Pa3paboTUMKOB B 0610CTU LMAPOBLIX TEXHONOTHMM, KOMMNAHUA JEMOHCTPUPYET
MPUBEPXKEHHOCTb 0BeCrneyeHnio HOAEKHOCTH 1 6e30NaCcHOCTH LMbPOBOM MHDOPMALIMK,
BbISIBAAA NOTEHLUMANIbHbIE YA3BMMOCTH M CBOEBPEMEHHO YCTPAHSAA 1X. KoMnaHMs Xerox
CTPEMMTCA NPeAOCTABAATL MAKCUMASIBHO 6e30MaCHbIM MPOrPAMMHbIF MPOAYKT HA OCHOBE
“MeloLLEeNCst MHGOPMALMK U TEXHOOMMIA, COXPAHSS XAPAKTEPUCTUKM NPOAYKTA, CTOUMOCTb,
GYHKLMOHANBHOCTb M MPOM3BOAUTENBHOCTb. KOMMOHEHTLI NPOrpaMMHOro obecneyeHums
FreeFlow oueHuBaoTCA HA NpeaMET COOTBETCTBHS TPebOBAHMSAM 6E30MaCHOCTH C
MCMOJb30BAHWEM KOMMEPYECKM LOCTYMHBIX CPEACTB NMPOBEPKM HA YA3BUMOCTH U
BO3MOXHOCTb MNPOHWKHOBEHUS. YA3BMMOCTM NPOrpAMMHOro obecrneyeHus yCTpaHsoTCs no
pe3ynbTATAM BHYTPEHHEro TECTUPOBAHMSI.

BktoueHue 1 HacTporKa bpaHamayspa

Ha cepsepe FreeFlow Core pekomeHzyeTCs MCNOAb30BATL OpaHaMay3p. [opTbl 4OMKHDI
ObITb 30KPbITbI, €CNIM TONBKO He TpebyeTcA BbINONHEHKWE onpefeneHHbIX QYHKLMM, KaK
YKO3QHO B TABMLIE HUXKE.
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be3sonacHocTb Nnaketa npunoxerui Xerox® FreeFlow

MpoTokon BkntoueHHas ¢yHkuua FreeFlow Core
WU NPUJIOXKE-

HHUe

80 HTTP Bxopasuime — 3anyck nHtepderica FreeFlow Core
Ucxoasime — nonydeHue Gamnos, yKA3aHHbIX B MAHUbeCTe Unu B
NpeayCcTAHOBKAX KOMMOHEHTOB

161,162 SNMP Ncxopawme — onpefeneque tuna DFE npu ycTaHoBke npuHTepa
631 IPP Ncxopswme — nepepada pabot Ha DFE-ycTpoiicTsa

25, 2525, SMTP Ncxoasiume — oTNPABKA YBEAOMIIEHUI MO 3J1. NouTe
465,475,587 MpumeyaHue. Homep nopTa 3aBMCUT OT HACTPOMKK cepepd SMTP
TCP, UDP: JMF Bxoaswme — nprem 3anpocos JDF/IMF

7751

PasHbie JMF Ncxopawme — Bbiaada curHanos coctosiHua JMF. Homep nopta

onpeaensaeTca knneHtom JMF.

139, 445 SMB BxopaslLme — 4OCTYN K «rOpsUYMM» MATNKAM Yepes 06LWKM AoCTyN K
darnam B Windows

HUcxoaslime — MCnosb3oBAHWE «FOPAYMX» NMAMNOK B OBLLMX NAMNKAX
Ucxoasime — nonydeHne Gpamnnos, yKasaHHbIX B MaHudecTe, u3
0bLWKMX Nanok

Ucxoasime — nonydeHne Gpamnsios, yKA3aHHbIX B KOMIOHEHTAX, U3
0bLWKMX Nanok

MUcxoasipe — coxpaHeHue B 0BLLIMX NArKax

20,21 FTP Bxoaslme — goctyn K «ropaymMms» nankam yepes FTP
Ncxoasime — nonyveHne Gamnnos, yKA3aHHbIX B MAHWUGECTax nan
B NPefyCTAHOBKAX KOMMOHEHTOB

443 HTTPS Bxoasime — obLimi focTyn K Gannam U3 yaaneHHoM cuctemsl
FreeFlow Core

NcxoasLime —nonydeHve Gamnos 13 yaaneHHoM cuctembl FreeFlow
Core

[Mpasuna ana bpanamayspa Windows

1. Boibepute MNaHenb ynpasnenus > Cuctema v 6esonacHoctb > bpanamayap
Windows > lononHutenbHble NapameTpbl.
2. [Ina kaxgoro npasuna soibepute Mpasuna ana BXoAAWMX NOAKIOUEHHH UK
Mpasuna ana ucxoaAaLMUX NOAKNIOHEHHUN:
a) B paspene «[encreua» Boibepute Co3parb npasuno. OTkpoeTcs okHo «MacTep
CO3AAHWA NPABMIIA AN HOBOTO BXOAALLETO MOAKMOUEHNS».
b) B paznene «Tun nopta» Boibepute MopT. Haxmute kHoNKy Janee.
¢) Bbibepute TCP v UDP cornacHo Tabnuue. Beeaute 3HaueHWe B none
«OnpegsieneHHble TOKA/IbHbIE MOPTbI», yKA3aHHOEe B TabuLe Bbille. HaKMUTE KHOMKY
Hdanee.
d) BeibepuTe Paspewwntb nogkntoueHue. Haoxmute kKHonky danee.
e) YcraHoeuTe Bce GakKu. HaxmuTe kKHOMKy lanee.
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BesonacHocTb nakeTa npunoxeHuin Xerox® FreeFlow

AHTUBUPYCHOA 3ALLMTA

B KoMnaHMu Xerox NpuHMMAioT 0Ccobble Mepbl, YTOObI MOCTABISIEMOE €0 MPOrPAMMHOE
obecrneyeHne He COJIEPKANO BUPYCOB. Bam HACTOATEIbHO PEKOMEHAYETCSA MCMO/b30BATh
OJIHY M3 PACNPOCTPAHEHHbBIX AHTUBMPYCHBLIX NMPorpamm. s obecneueHus 3bdeKTUBHOM
3ALLMTbI CUCTEMBI OT BUPYCOB AHTUBUPYCHYHO MPOrpAMMy HEOHXOIMMO NOCTOAHHO
0bHOBNATD.

[inA NoBbILLEHWA MPOM3BOANTENBHOCTM PEKOMEHYETCA UCKIOYAUTD YCTAHOBOYHBIE KATANOMM
FreeFlow Core v cepeepa MS SQL 13 061aCTW NPOBEPKU AHTUBMPYCHOM NPOrpaMMBbl.

TaKKe MOXHO UCKNOUYNUTB U3 061aCTH NPOBEPKU AHTUBUPYCHOM NMPOrpAMMbI CllieslytoLime
nanku FreeFlow Core:

e <YcraHoBouHbIM katanor FreeFlow Core>\Platform\Spool
e <YcTaHoBouHbIM katanor FreeFlow Core>\Logs

e <YcraHoBouHbIW katanor FreeFlow Core>\Platform\Logs
e <YctaHoBouHbIM katanor FreeFlow Core>\Web\Logs

e <YcraHoBouHbIM katanor FreeFlow Core>\Config

e <YctaHosouHblM kKaTanor FreeFlow Core>\Presets

ObHoBNEHME NPOrPAMMHOI0 0becneYyeHus

PekomeHayeTcs perynsipHO 06HOBMSTb BCe MPOrPAMMHbIE MPOAYKTbI, YyCTAHOB/EHHbIE HA
cepsepe FreeFlow Core. O6HoBneHWe crcTembl Microsoft cneflyeT BbINONHATL He pexe
0AIHOrO pa3d B Mecsil.

MNakeTbl 06GHOBIEHWI OMNEPALIMOHHOM CUCTEMbI HE YCTAHABMBAKOTCSA NPY OOHOBNIEHWM
Microsoft 6e3 0pULMANBHOTrO YKA3AHWA OT CYXObl MOAAEPKKM.

Komnanwsa Xerox no mepe HeobX0AMMOCTM BbIMyCKAET eXXeMecAYHble BroNneTeHu, B KOTOPbIX
YKO3bIBAIOTCA OOHOBNEHMS, KOTOPble CleflyeT «UCKouaTb» B cucTeme FreeFlow. [JanHas
MHGOPMALMA TAKKE COAEPKMTCA HA canTe www.xerox.com/security B pasgene «Product
Security» (bezonacHocTb NpoflyKToB). BbicOKONpUopUTETHBIE 0OHOBNEHMS M OOHOBNEHWS,
CBA3AHHbIE C 6€30NacHOCTbI0, HEOHXOAMMO YCTAHABAMBATL BCErAd, €CIM OTCYTCTBYIOT
YKA3AHKA MO UX UCKITIOYEHHIO.
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